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ABSTRACT

Large Language Models (LLMs) are frequently used by students for programming assignments
and capstone projects, yet their impacts on software maintainability and students’ ability to ex-
plain and maintain their own codebases remain unclear in authentic educational settings. This
study examines maintainability and code understanding as jointly examined outcomes in an un-
dergraduateWeb Technology course. We analyze 48 student GitHub repositories (3,043 commits)
using commit-level SonarQube static analysis to track maintainability and risk-relevant indica-
tors, including code smells, SQALE technical-debt measures, duplication, complexity, and secu-
rity/reliability ratings. We complement repository-level measurements with student explainabil-
ity (understanding) scores on a 0–10 scale (𝑛 = 104), reflecting students’ ability to explain code
segments from their projects. Across repositories, 5/48 (10.4%) failed the SonarQube quality gate.
Security and reliability concerns were concentrated in a subset of projects. Our investigation
exhibits 9/48 (18.75%) blocker-level security status and 2/48 (4.17%) high security issues, whereas
reliability issues included 2/48 (4.17%) with blocker-level reliability and 6/48 (12.5%) with high
reliability issues, while 32/48 (66.67%) fell in the medium range. In addition, security hotspots
that require review were found on 41 repositories. On the explainability side, 33% of the students
scored ≤ 5/10, indicating limited ability to explain their code and approximately 2% could not
provide a meaningful explanation. Overall, the results suggest that a significant portion of stu-
dent projects has maintainability and security/reliability risks and a notable subset of students
demonstrate low explainability of their own code. These findings motivate instructional process
and assessment practices that emphasize code review, refactoring and explanation alongside func-
tional correctness, especially in courses where LLM-based tools are available.

1. Introduction

Large Language Models (LLMs) such as GPT-4, Cursor,
Codex, GitHub Copilot, and Claude have altered how soft-
ware is developed by rapid code generation, repair, and
explanation. In university programming classes, students
utilize LLM-powered tools (e.g., ChatGPT, Copi- lot) fre-
quently to complete project/coding assignment. While
LLMs might improve short-term productivity and help stu-
dents complete tasks, there is growing concern that stu-
dents may deliver workable code without proper under-
standing of the underlying logic, architecture, or design
considerations. In software engineering, maintainability is

a critical quality attribute as maintenance dominates soft-
ware development lifecycle cost. For educational settings,
the risk is twofold: (i) code may have technical debt even if
it passes quality gate and (ii) learners may become less capa-
ble of explaining, debugging, and extending their own code-
bases. Despite rapid adoption, empirical evidence linking
long-term maintainability outcomes with direct measures
of student codebase understanding is still limited in authen-
tic course contexts.

This paper addresses this gap by (i) performing commit-
level longitudinal static analysis of student repositories
using SonarQube and (ii) triangulating these quantitative
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quality trajectories with student interviews and rubric-
scored code comprehension tasks, enabling a student-
centered evaluation of both maintainability and under-
standing.

Concretely, this study is guided by three research ques-
tions:
(RQ1) Repository-Level Maintainability Outcomes: To

what extent do LLM-assisted student repositories exhibit
maintainability, reliability, and security risks, as measured
by commit-level static analysis?
(RQ2) Student Explainability Outcomes: How well can

students explain and justify code segments drawn from
their own repositories, and how does this vary across main-
tainability profiles?
(RQ3) LLM Use and Comprehension: Is there an observ-

able relationship between how students report using LLMs
(e.g., primarily for code generation versus interactive expla-
nation and refactoring) and their demonstrated code com-
prehension?

2. Literature Review

Students in programming classes today frequently use
LLM-based coding tools like GitHub Copilot and ChatGPT.
Pitts et al. [2] examine LLM applications in programming
education and highlight a significant tension: while these
tools improve rapid output, students who rely on produc-
tion without reflection develop poor debugging and design
reasoning skills. Zi et al. [1] provide solid evidence for
this gap, indicating that beginners generally struggle to un-
derstand the LLM-generated code they contributed, often
stating that they would have arranged it differently. Stack
Overflow’s developer survey [19] and GitHub Copilot re-
search [22] corroborate that generation-focused usage is
the prevailing tendency among student and beginning en-
gineers. Prather et al. [15] and Denny et al. [17] provide
comprehensive overviews of the educational hurdles and
opportunities that generative AI presents to computing ed-
ucators, emphasizing the importance of developing evalua-
tion mechanisms to account for over-reliance on generated
code.

On the code quality side, static analysis research rou-
tinely demonstrates that LLM-generated code acquires
maintainability and security problems even when func-
tionally correct. GitClear [11] shows that the number of
technical debt indicators in AI-assisted repositories will
quadruple between 2022 and 2024. Abbassi et al. [6] de-
fine five types of inefficiencies in LLM-generated Python
code: logic, performance, readability, maintainability, and
blunders. Siddiq et al. [7] show that transformer-based
code generation outputs have increased frequencies of code
smells. Pearce et al. [8] reveal that about 40% of GitHub
Copilot-generated code contains security vulnerabilities
across prominent CWE categories, thereby validating the
vulnerability hotspot prevalence identified in this analy-
sis. The fundamental metric frameworks employed — cy-
clomatic complexity [3], object-oriented design metrics [5],
and the ISO/IEC 25010 quality model [9] — offer the theo-
retical basis for interpreting SonarQube reports [10, 12, 13].

Code comprehension research indicates that structural

complexity directly influences how readily code can be un-
derstood and maintained [3, 5]. Denny et al. [14] demon-
strate that the manner in which students engage with LLMs
is as significant as their usage; individuals who partici-
pate in prompt engineering and iterative improvement cul-
tivate superior computational thinking compared to pas-
sive consumers of generated code. Existing research, how-
ever, measures understanding by self-report; none com-
bine commit-level static analysis metrics with direct, rubric-
scored explainability assessments within the same actual
course dataset. This study addresses that gap.

This positions the present study’s contribution relative
to prior work along two axes. First, whereas Zi et al. [1]
and Denny et al. [14] rely on self-reported or task-level
comprehension measures without linking these to objec-
tive repository quality trajectories, this study pairs commit-
level SonarQube metrics with independently rubric-scored
explainability interviews for the same 104 students, en-
abling a within-cohort comparison of code quality and com-
prehension rather than treating the two as separate litera-
tures. Second, whereas GitClear [11], Siddiq et al. [7], and
Pearce et al. [8] characterize LLM-generated code quality
and security risk at the level of isolated snippets or aggre-
gate repositories, this study tracks quality longitudinally at
the commit level across an entire semester (a semester typ-
ically lasts for 6 months, roughly 14 weeks of class) of au-
thentic, graded coursework, which allows failing and pass-
ing trajectories to be distinguished rather than assessed
only at a single snapshot.

3. Methodology

This study uses a mixed-methods, longitudinal method-
ology to look into how maintainability-relevant code qual-
ity signals connect to student codebase understanding in
an authentic course scenario. The methodology combines
(i) commit-level static analysis of student repositories us-
ing SonarQube and (ii) student understanding measure-
ment via explainability scoring and interview-style com-
prehension assignments. All analyses were conducted on
anonymized repository and participant identifiers, and all
procedures were designed to be reproducible by an indepen-
dent researcher.

3.1. Sample preparation

This research is undertaken as part of CSE344: Web Tech-
nology. The dataset includes 48 student-managed GitHub
repositories that were produced iteratively over the course
of a semester, with a total of 3,043 commits. Repository
IDs are anonymised prior to analysis. Each repository was
authored by one or more students enrolled in the course;
where a repository reflected the work of more than one
contributor, Git commit-author metadata (author identity,
commit hash, and timestamp) was used to attribute individ-
ual code segments to specific students prior to the explain-
ability interviews described in Section 3.4, so that each of
the 104 interviewed students was assessed on code they had
personally authored or substantially modified. Team sizes
ranged from 1 to 3 students per repository. Inclusion crite-
ria, participant consent, and anonymization procedures are
detailed in Section 3.1.1.
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Figure 1. Methodology overview.

3.1.1. Ethics and Data Consent

This study was conducted with approval from the Head
of the Department of Computer Science and Engineer-
ing, SUST, under the department’s human-subjects re-
search procedures. Participation in the interview and
comprehension-assessment component was voluntary; stu-
dents provided informed consent prior to the interview,
were informed that participation (or non-participation)
would not affect their course grade, and could withdraw at
any time without penalty. Repository and participant iden-
tifiers were pseudonymized at the point of data collection
and stored separately from any personally identifying infor-
mation; only pseudonymized identifiers were used during
SonarQube analysis and subsequent reporting. Inclusion
in the quantitative (repository-level) phase required that a
repository contain at least one commit during the semester;
inclusion in the qualitative (interview) phase required en-
rollment in CSE344 and voluntary consent.

3.2. Material

In this study two types of material are utilized: software
tolls for static analysis and instruments to asses student.
For analyzing the source code, 48 students’ GitHub repos-
itories along with entire commit histories were collected.
Sonarqube was used to perform static analysis, deployed as
a Docker container via Docker compse to ensure consistent,
easily reproduceable analysis environment across all repos-
itories and commits. Analysis metric outputs and logs were
stored in a PostgreSQL database, which will keep track of
the previously analyzed projects among multiple sessions,
help structured querying and tracking of quality indicators
at the per-commit level.

For the student evaluation phase, a semi-structured in-
terview process was designed with a code comprehension

rubric used to rate student explainability responses on a
0-10 scale. The interview instrument also includes a self-
report survey component documenting the frequency and
purpose of students’ LLM usage throughout the project, in-
cluding generating, debugging, explaining, and refactoring
tasks. Together, These materials allowed researchers to
connect objective qualitymeasurementswith subjective un-
derstanding scores across the identical student sample.

3.3. Experimental procedure

We went through each repository’s history one commit
at a time, from oldest to newest. For every commit, we
checked out the code and ran SonarQube on it to collect
maintainability and other quality metrics. Each snapshot
was saved together with the repository ID, the commit hash,
and the commit timestamp.

Key metric categories include maintainability (code
smells, maintainability rating, remediation effort), tech-
nical debt (debt ratio, SQALE), complexity (cyclomatic
and cognitive complexity), duplication (duplicated
lines/blocks), reliability (bugs), and security (vulnerabili-
ties/hotspots).

3.4. Questionnaire formulation and administration

Semi-structured interviews were conducted with 104 stu-
dents. At first they shared a report which contains how
they utilized LLM in their projects ( frequency and pur-
pose: code generation, learning the concepts, debugging,
explanation, refactoring). Then to measure their under-
standing each of them were asked to explain three code
snippet from their repositories. Code snippets are taken
from different maintainability profiles ( low maintainabil-
ity, high maintainability, duplication/buggy) then reflec-
tive questions about confidence inmodifying/extending the
codebase. Their level of understading was rated on a 0 -
10 scale, where 0 indicates no meaningful explanation and
10 indicates complete and accurate explanation of how the
code works, structure and design decisions.

3.5. Sample size

Quantitative phase: 48 repositories and 3,043 commits,
with team sizes ranging from 1 to 3 students per repository.

Qualitative phase: 104 interview participants (voluntary,
consented). Sampling aims to represent a range of main-
tainability profiles identified in the quantitative phase.

4. Results and discussion

This section presents and interprets the findings from
both the commit-level SonarQube static analysis of 48 stu-
dent repositories and the structured explainability inter-
views conducted with 104 students. Results are organized
by analysis standard-maintainability and quality metrics,
followed by student explainability, before being integrated
in a joint discussion of the relationship between code qual-
ity and code comprehension in an LLM-assisted course en-
vironment.
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Figure 2. Quality gate results.

Table 1. SonarQube quality gate and security/reliability findings
across 48 repositories

Metric / Category Count (n=48) Prop. (%) Severity
Quality Gate:
Failed

5 10.4% —

Quality Gate:
Passed

43 89.6% —

Security Status:
Blocker

9 18.75% Blocker

Security Status:
High

2 4.17% High

Reliability Status:
Blocker

2 4.17% Blocker

Reliability Status:
High

6 12.5% High

Reliability Status:
Medium

32 66.67% Medium

Security Hotspots
(present)

42 87.5% Review req.

4.1. RQ1: Repository-Level Maintainability Outcomes

4.1.1. Quality Gate Status

The SonarQube Quality Gate was passed by 43/48 repos-
itories (89.6%), with 5/48 (10.4%) failing (Figure 2; Table 1).
Although the pass rate appears high, a Quality Gate pass
reflects minimum threshold compliance rather than over-
all code health. Repositories with a small absolute size
can passwhile still carrying disproportionate technical debt
and smell density. The five failing projects represent cases
in which quality issues were pervasive enough to fall below
even baseline standards.
4.1.2. Security Findings

9/48 repositories (18.75%) had a blocker-level security
grade, while another 2/48 (4.17%) were classified as high
severity, indicating that roughly one in every four projects
had major security vulnerabilities. More broadly, security
hotspots were found in 42/48 repositories (87.5%), show-
ing that security-sensitive code patterns were prevalent
throughout the cohort, independent of Quality Gate out-
come.

This prevalence is consistent with prior findings that
LLM-generated code frequently reproduces known security
anti-patterns [7, 8], and suggests that students neither rec-
ognized nor remediated these issues during development.

Figure 4 reports the distribution of security review rat-
ings across the 48 repositories, where each repository is

Figure 3. Security rating distribution.

Figure 4. Security review rating distribution.

Table 2. Student explainability score distribution (𝑛 = 104, scale
0–10)

Score Band Students
(n=104)

Prop. (%) Interpretation

0 (No explanation) ∼2 ∼1.9% Cannot explain
the code

0.1–5.0 (Low) ∼31 30% Partial/inadequate
≤ 5.0 (total) 33 32% Limited explain-

ability
5.1–7.0 (Moderate) 50 ∼48%* Adequate with

gaps
7.1–10.0 (High) 21 ∼20%* Strong compre-

hension

classified by the proportion of flagged security hotspots
that had been reviewed (rated A) versus left unreviewed
(rated C or lower) at the time of final analysis. In the course
context, a hotspot represents security-sensitive code (e.g.,
input handling, authentication logic, or database queries)
that SonarQube flags formanual developer judgment rather
than treating as an automatic defect. The distribution
skews toward the lower (unreviewed) end, indicating that
most students did not revisit or triage flagged hotspots even
when their repositories otherwise passed the Quality Gate,
consistent with the broader pattern of security-sensitive
code being generated but not critically examined.
4.1.3. Reliability Findings

Reliability issues were broadly distributed: 2/48 (4.17%)
reached blocker level, 6/48 (12.5%) were rated high sever-
ity, and the modal category was medium severity at 32/48
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Figure 5. Reliability rating distribution.

(66.67%).
Figure 5 reports the distribution of SonarQube reliability

ratings (Blocker, High, Medium) across the 48 repositories,
where the rating reflects the most severe unresolved bug
class detected in each codebase rather than the total bug
count. While few projects had acute (blocker-level) correct-
ness failures, the predominance of medium-severity bugs
is notable — these manifest only under specific conditions
and are precisely the defects that students relying on happy-
path testing are least likely to detect.
4.1.4. Technical Debt and Code Smells

Code smells and SQALE technical debt were found in
all 48 repositories. Failing repositories had consistently
larger debt-to-size ratios, and their commit-level trajecto-
ries showed monotonic worsening with no noticeable re-
covery towards submission, indicating that refactoring was
deprioritized throughout the development cycle.

4.2. RQ2: Student Explainability Outcomes

4.2.1. Score Distribution

33% of total students (n - 104) scored 5/10, and some
scored lower than 5, which means a limited ability to ex-
plain code from their own repositories; around 2% scored
at or near 0; they were completely blank and could not pro-
vide any explanation (Table 2). The study shows that almost
one-third of the students scored at or below the midpoint
on explaining the code written by them; it is evidence that
there is an ownership gap among the participants. There
might be other reasons too, like interview anxiety, unfa-
miliarity with the rubric, or code segments selected for re-
view that a given student did not personally author (see
Section 3.1.1). We treat the score distribution itself as the
evidence for lower code ownership, but not the only possi-
ble explanation.

4.3. RQ3: LLM Use and Comprehension

Students who self-reported using LLMs primarily for
code generation tended to fall in the low explainability band.
In contrast, those who used LLMs interactively—for expla-
nation or refactoring—generally scored higher. Although
causality cannot be established from self-report data, the
pattern suggests that how LLMs are used matters as much
as whether they are used [1].

4.3.1. Measurement Caveats and Quantitative Comparison

Two measurement limitations should be noted when in-
terpreting the pattern above. First, LLM usage frequency
and purpose were captured entirely through student self-
report in the interview protocol (Section 3.4); no indepen-
dent artifact (e.g., IDE telemetry, prompt logs, or commit-
message tagging) was used to verify whether, or howmuch,
code in a given repository was actually LLM-generated.
The association reported here should therefore be read as
a relationship between reported usage pattern and com-
prehension score, not as a validated causal or even fully
verified behavioral claim. Second, the comparison be-
tween generation-focused and interactive users is reported
here descriptively rather than inferentially: LLM-usage
style was recorded narratively during interviews rather
than as a structured, per-student categorical field, so a
Mann-Whitney U test could not be reliably applied to
this sample; capturing usage style as a discrete variable
is noted as a data-collection improvement for future work
(Section 5). A Spearman rank correlation was computed
between repository-level technical debt ratio (SonarQube
sqale_debt_ratio) and each repository’s average ex-
plainability score (𝑛 = 48 repositories, with team-averaged
scores drawn from the 𝑛 = 104 individual student explain-
ability scores); the relationship was weak, negative, and not
statistically significant (𝜌 = −0.12, 𝑝 = 0.43), indicating
no reliable association between this quality indicator and
comprehension in the present sample. We flag both points
as scope limitations addressed further in Section 5.

Placed alongside prior work, the 18.75% blocker-level se-
curity rate observed here is lower than the approximately
40% vulnerability rate Pearce et al. [8] report for GitHub
Copilot-generated code snippets, though the two are not di-
rectly comparable: Pearce et al. evaluate isolated generated
completions against known CWE categories, whereas this
study evaluates whole student repositories that mix LLM-
assisted and manually written code across a semester. The
comparison nonetheless suggests that repository-level se-
curity risk in this cohort is broadly consistent with, rather
than an outlier from, the security-risk profile reported for
LLM-generated code elsewhere in the literature.

5. Limitations and Future Work

This study has several limitations. LLM usage was cap-
tured through self-report rather than independently veri-
fied via IDE telemetry or prompt logs, so the reported rela-
tionship between usage style and comprehension should be
read descriptively rather than causally. The repository-to-
student attribution procedure for group-authored reposito-
ries relies on commitmetadata, which canmisattribute pair-
programmed or heavily reviewed code. A Spearman cor-
relation between repository-level technical debt ratio and
average explainability score was performed (𝜌 = −0.12,
𝑝 = 0.43, 𝑛 = 48 repositories) and did not reach statis-
tical significance, so the quality-comprehension relation-
ship discussed above should be read as suggestive rather
than confirmed. A formal group comparison (e.g., a Mann-
Whitney U test) between generation-focused and interac-
tive LLM users could not be performed because usage style
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was recorded narratively rather than as a structured cate-
gorical variable during data collection. Finally, the study
is drawn from a single course (CSE344) at one institution
and one semester, which may limit generalizability to other
course designs, programming languages, or institutional
contexts.

Future work should (i) replicate the quality-
comprehension correlation with a larger, adequately
powered sample to determine whether the weak, non-
significant relationship observed here reflects a true
absence of association or limited statistical power, (ii)
capture LLM-usage style (generation-focused vs. interac-
tive) as a structured, per-student categorical variable —
alongside an independent measure of LLM involvement
such as IDE-level generation logs — to enable a rigorous
group comparison and complement self-reported usage,
and (iii) replicate the design across additional course
offerings and institutions to test whether the observed
patterns generalize beyond this cohort.

6. Conclusion

This study demonstrates thatwhile Large LanguageMod-
els (LLMs) allow rapid code production among students,
a substantial share of the resulting repositories carry un-
resolved maintainability, reliability, and security risk, and
a non-trivial share of students are unable to explain the
code they submitted. This research, utilizing commit-level
SonarQube analysis on 48 repositories (3,043 commits),
found that 18.75% of projects had blocker-level security
vulnerabilities and 87.5% had security hotspots, despite an
89.6% Quality Gate pass rate. In parallel, 33% of students
scored 5.0/10 or worse on explanation exercises, with 2%
unable to explain their code at all. Taken together, these
two independently measured signals repository level risk
and individual explainability — are consistent with, though
do not on their own prove, a pattern of students submitting
code without fully reviewing or internalizing it. Because of
this, the paper calls for better ways to assess project-based
computing courses including automated quality checks in-
tegrated into grading, assignments where students explain
their work aloud, and security-awareness training to en-
courage genuinely healthy code and durable learning. The
principal novelty of this study is the joint, within-cohort
measurement of both signals across an entire authentic
semester, rather than treating code-quality analysis and
comprehension assessment as separate research strands.
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